








 
 

 
  

 
  

 

   
 

 
  

      
 

 
   

 
  

 

  
  

 
 

 
    

  
   

  
  
  

  
   

    
   

  
  

 

 
   

      
 

   
   

            
                

  

              
 

     
  

     
   

    
   

  

  
 

 
  
  

 
 

 
 

 
  

      
 

 

 
 

   

 

 
 

 

 
  

   

  
 

  
  

 
  

 
 

 
  

      

  
 

 
   

 
 

  
 

  

  

     
   

  
  

  
  

  

     

 

 

  

 

 

  
 

  
 

 

 

 
  

 
  

 

 
 

 

 

 

 
 

 
 

 
  

 

 

  
 

  
 

     
   

 

 
 

 

  

  

 

 

 

 

       

 
 

 

  
  

 
  

  

  

 
 

 

 
  

    
  
  

 
  

  
  

   
 

  
 

 

 

 

TECH shorts 
Technology News Summary 

TECHshorts is a sampling of the technology projects, programs and initiatives being conducted by the Office of 
Justice Programs’ National Institute of Justice (NIJ) and the centers and criminal justice technology Centers of 
Excellence (CoEs) that constitute its National Law Enforcement and Corrections Technology Center (NLECTC) 

system. If you would like additional information concerning any of the following TECHshorts, please refer to the 
specific point-of-contact information that is included at the end of each entry. 

In addition to TECHshorts, an online, biweekly technology news summary containing articles relating to technology 
developments in public safety that have appeared in newspapers, newsmagazines and trade and professional journals 
is available through the NLECTC system’s Web site, JUSTNET, at http://www.justnet.org. This service, the Law 
Enforcement and Corrections Technology News Summary, also is available through an electronic e-mail list, JUST-
NETNews. Every other week, subscribers to JUSTNETNews receive the news summary directly via e-mail. To subscribe 
to JUSTNETNews, e-mail your request to asknlectc@nlectc.org or call (800) 248-2742. 

Note: The mentioning of specific manufacturers or products in TECHshorts does not constitute the endorsement of the 
U.S. Department of Justice, NIJ or the NLECTC system. 

Corrections Conference, visit www.justnet.org •	 Detect and analyze FileVault-encrypted 
or e-mail contact Joe Russo at jrusso@du.edu. user directories. 

•	 Support dd, EnCase, FTK, AFF and Apple 
Computer Forensic disk images. 

Software Automates •	 Maintain an audit trail and generate 
Macintosh Investigations detailed reports in RTF, PDF and HTML 

formats. 
National Institute of Justice 

In order to run Mac Marshal, an investigator 
Architecture Technology Corporation, needs a Mac OS X 10.4, 10.5 or 10.6 analysis 

creator of P2P Marshal (see “Tool Helps machine and 50 MB free disk space.
 
Automate, Expedite Cybercrime Probes,”
 
Fall 2009 TechBeat) has used a different NIJ For more information about Mac Marshal,
 
grant to develop Mac Marshal™, an automat- visit http://www.MacMarshal.com.
 
ed forensic software package that extracts
 

ric technology (Mobile ID) and how to best and efficient manner. To help in this endeavor, 
make it work with existing desktop systems. the National Law Enforcement and Corrections 
Researchers at NIST collected input from first Technology Center-Rocky Mountain puts on 
responders, industry, the military and aca­an Innovative Technologies for Community 
demia before developing the guidelines. Corrections Conference. This event, which
 

began in 2000, provides a showcase for agen-

New mobile devices enable law enforcement cies looking for ideas, resources and models to 
professionals to collect biometric data any-help them use technology to enhance mission 
where using a handheld device. Information performance. 
can then be wirelessly transmitted for near 
real-time comparison to watch lists and data-In June 2009, the 10th annual conference 
bases, allowing for possible on-scene confirma­took place in San Diego, attracting more than 
tion of a suspect’s identity. Mobile devices can 200 practitioners from across the country. data left by Apple’s Mail, Safari, Address Book, 
also be used to ensure that only appropriate Conference presentations covered a variety of iChat). Mac Marshal maintains a detailed log 
personnel have access to an incident site. technology applications in the general areas file of all activities it performs, as required by 


of electronic monitoring, information technol- forensic best practices.
 
At the time the publication was released, NIST ogy, computer monitoring, drug and alcohol 
noted that although advances in the use of testing, and risk assessment. One presentation According to its developers, Mac Marshal fea­
portable systems have been rapid, there are of particular interest, delivered by a representa- tures include the ability to: 
still limitations to consider to ensure interop­tive of the Kentucky Division of Probation and 

•	 Examine Mac OS X and dual-boot disk erability with stationary systems. Most law Parole, discussed that agency’s monitoring of 
images. social networking tools such as Facebook® and
 

MySpace™ as a means of investigating offender •	 Analyze configuration and log files from 

activities and supporting fugitive apprehen- common OS X applications.
 
sion efforts. Another presentation, delivered
 

•	 Perform rapid searches (using Spotlight by NLECTC-Rocky Mountain staff, focused on 
metadata). methods of testing GPS technology for accuracy
 

and reliability. That presentation included pro­ •	 Gather comprehensive machine usage 
tocols that an agency can use to evaluate differ- information. 
ent products to determine how they might work 
in a particular location. •	 List detailed information about every iPod 


and iPhone ever connected to it.
 
For further information on the upcoming •	 Detect and show VMWare, Parallels and Vir­
2010 Innovative Technologies for Community tual Box virtual machine images. 

enforcement applications currently require all 
10 of an individual’s fingerprints, for example, 
and using the large platens on desktop scan­
ners, officers can scan all 10 fingers quickly 
in three steps (left hand, right hand and both 
thumbs together). However, most mobile devic­
es have much smaller platens, making capture 
of all 10 fingerprints difficult. The NIST guide­
lines offer advice on using a two-fingers-at-a­
time approach to quickly get the needed data. 

Previous publications related to biometric 
devices had focused more on interoperability 
between different stationary and desktop 
systems. 

Special Publication 500-280: Mobile ID 
Device Best Practice Recommendation 
Version 1 can be downloaded from http:// 
fingerprint.nist.gov/mobileid/MobileID­
BPRS-20090825-V100.pdf. 

FBI Suspends Hair 
Analysis for Cocaine 
National Institute of 
Justice 

The FBI laboratory at Quantico, Va., has sus­
pended testing hair samples for cocaine for most 
cases because of research findings that suggest 
the drug can be externally absorbed into hair at 
higher levels than previously thought. 

more and better information from Mac Technology Study Annual Conference Spot- systems by using Mac tools to see Mac files NIST Guidelines Help 
Weapons and Protective lights Technology for	 the way Macs see them. Like P2P Marshal, Officers Link Mobile 

law enforcement agencies can download Mac Systems Technologies CoE 
Community Corrections	 Marshal at no charge. and Stationary Biometric 
NLECTC-Rocky Mountain ID Systems For the past year, researchers at the Weapons and 

The forensic software can scan a Mac disk Protective Systems Technologies Center of Excel-
image and automatically detect Mac, Win- National Institute of lence (WPSTC), located at Pennsylvania State With more than 5 million adults on probation 
dows and other operating systems and virtual 	 Standards and Technology University, have been studying ways to help law or parole supervision, community corrections 
machine images. Its analysis tools can extract 	 enforcement personnel by evaluating the tech-is a vital component of the criminal justice sys-
Mac OS X-specific forensic evidence (e.g.,	 In August 2009, the National Institute of niques, tactics and technologies used to manage tem. That population will only increase as many 

Standards and Technology (NIST) published	 high-speed pursuits. Using databases of pursuit states explore plans to release inmates from 
Special Publication 500-280: Mobile ID Device	 timelines, researchers at the Applied Research facilities into community supervision as a cost-
Best Practice Recommendation Version 1, which	 Laboratory and Larson Transportation Institute saving measure. Thus, it is now more important 
provides new best practices guidelines on the	 examined the relationship between pursuit man-than ever for agencies to look to technology 
use of the next generation of portable biomet-	 agement technologies and pursuit outcomes. for ways to provide services in a more effective 

The suspension of testing is explained in a 
letter to the editor in the July/August 2009 
issue of the Journal of Analytical Toxicology. 
The letter was written by Marc Lebeau and 
Madeline Montgomery of the Laboratory 
Division at Quantico. The FBI will continue 
to test the hair of children for cocaine in 
criminal cases. 

The letter notes that in an NIJ research grant 
final report released in January 2009, Analysis 
of Cocaine Analytes in Human Hair: Evalua­
tion of Concentration Ratios in Different Hair 
Types, Cocaine Sources, Drug-User Popula­
tions, and Surface-Contaminated Specimens, 
researchers Jeri Ropero-Miller and Peter Stout 
described several experiments to determine 
if the hair of chronic cocaine users could be 
distinguished from hair that was externally 
contaminated with cocaine hydrochloride. 
The findings of the report suggest that 
cocaine is incorporated into human hair 
through exterior contamination in concentra­
tions similar to the amounts found in the hair 
of cocaine users. 

Identification of cocaine in hair means an indi­
vidual was exposed to cocaine.“What remains 
unclear,” the letter says,“is if that exposure 
was from unknown contact, contact as part of 
the individual’s occupation, exposure through 
being in a room while cocaine was being used, 
or if it is from personal use by the subject. 
Without a justifiable interpretation of positive 
cocaine findings in hair, our laboratory will 

decline to perform these examinations except for 
criminal cases involving children.” 

The letter noted that further research is needed 
to determine the best approach to differentiate 
ingestion of cocaine from external exposure. 

To view the NIJ research grant report, 
Analysis of Cocaine Analytes in Human Hair: 
Evaluation of Concentration Ratios in Differ­
ent Hair Types, Cocaine Sources, Drug-User 
Populations, and Surface-Contaminated 

Specimens, visit http://www.ncjrs.gov/pdf­
files1/nij/grants/225531.pdf. To view the letter 
to the editor, visit http://www.jatox.com. 

High-Speed Pursuit 

Findings indicate that tire deflation devices 
(TDDs) and the precision immobilization tech­
nique (PIT) maneuver account for the majority 
of recorded intervention tactics. In summer and 
fall 2009, WPSTC tested the three most common 
TDDs and evaluated vehicle dynamics during the 
use of the PIT maneuver. The TDD study com­
pared effectiveness of tire deflation technology at 
various speeds, various deployment conditions 
and tire types. Also, as a result of findings by 
the Federal Law Enforcement Training Center 
(FLETC) related to the use of PIT against the 
electronic stability equipped (ESC) Dodge 
Charger, WPSTC plans to partner with FLETC to 
further evaluate the safety and effectiveness of 
the PIT maneuver against various conventional 
vehicles as well as those equipped with ESC 
systems. 

WPSTC will publish the findings of both the 
TDD-attribute based evaluation and the PIT 
vehicle dynamics study later this winter and will 
also develop a free reference card with informa­
tion on tire deflation rates, costs of devices and 
safety information to facilitate better informed 
procurement decisions on TDDs by individual 
agencies. In cooperation with FLETC, WPSTC 
plans to also publish a report on the effectiveness 
of PIT against conventional and ESC-equipped 
sedans and SUVs. 

For more information, contact Mike Hendrick­
son at the Weapons and Protective Systems 
Technologies CoE at (814) 865-1289 or e-mail 
mxh181@psu.edu. 10 
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Twitter™. Twitter is a free social networking and 
micro-blogging service that enables its users to send and 
read messages known as tweets. Tweets are text-based 
posts of up to 140 characters displayed on the author’s 
profile page and delivered to the author’s subscribers. 

http://help.twitter.com/portal 

http://twitter.com/BaltimorePolice 

http://twitter.com/Boston_Police 

http://twitter.com/portsmouthpd 

How to Set Up a Twitter Account 
http://www.twitip.com/how-to-set-up-a-twitter-account/ 

Nixle. Nixle is a community information service provid 
er and built exclusively to provide secure and reliable com 
munications. It is a secure service that connects municipal 
agencies and community organizations to residents in real 
time, delivering information to geographically targeted con 
sumers over their cell phones (via text messages), through 
e-mails and via Web access. Nixle has a partnership with 
NLETS (the International Justice and Public Safety Network), 
a secure information sharing system for state and local law 
enforcement agencies. Nixle is free to all governments and 
consumers. 

http://www.nixle.com/ 

http://www.nixle.com/citizen_faqs.html 

http://local.nixle.com/city/md/baltimore/ 

http://local.nixle.com/city/pa/harrisburg/ 

http://local.nixle.com/city/ky/fort-knox/ 

Facebook®. Facebook is a social networking Web 
site. Users can add friends and send them messages, and 
update their personal profiles to notify friends about them 
selves. Users can join networks organized by city, work 
place, school and region. 

http://www.facebook.com/help/new_user_guide.php 

http://ro-ro.facebook.com/ChicagoPoliceDepartment 

http://sk-sk.facebook.com/pages/Los-Angeles-CA/UCLA­
Police-Department/54881942710?ref=mf 

http://www.facebook.com/pages/Duluth-MN/Duluth­
Minnesota-Police-Department/93899422988 

How to Set Up a Facebook Account 
http://www.ehow.com/how_2081063_set-up-facebook­

account.html 

How to Set Up a Facebook Profile 

http://www.ehow.com/how_4464690_set-up-facebook­
profile.html 

MySpace™. MySpace is a social networking Web 
site with an interactive, user-submitted network of friends, 
personal profiles, blogs, groups, photos and music 

http://faq.myspace.com/app/home 

http://www.myspace.com/limestonepd 

http://www.myspace.com/fayettevillepolice 

http://www.myspace.com/fairfieldpolice 

How to Set Up a MySpace Page 

http://www.ehow.com/how_5225868_set-up-myspace­
step-step.html 

How to Set Up Your MySpace Profile 
http://www.dummies.com/how-to/content/how-to-set­

up-your-myspace-profile.html 

YouTube™. YouTube is a video sharing Web site on 
which users can upload and share videos. 

http://www.youtube.com/ 

Flickr®. Flickr is an image and video hosting Web site, 
Web services suite and online community platform. In addi 
tion to being a popular Web site for users to share personal 
photographs, the service is used by bloggers as a photo 
repository. 

http://www.flickr.com/about/ 

http://www.flickr.com/photos/bcorreira/3752736180/ 

http://www.flickr.com/photos/44683348@N00/ 

FriendFeed. FriendFeed pulls together other social 
media sites into one destination. It is a real-time feed aggre 
gator that consolidates the updates from social media and 
social networking Web sites, social bookmarking Web sites, 
blogs and micro-blogging updates. It is possible to use this 
stream of information to create customized feeds to share, as 
well as originate new posts discussions (and comment) with 
friends. Users can be an individual, business or organization. 

http://friendfeed.com/about/help 

Below are descriptions of various networking sites, 
“how-to” links and samples of police departments using these services. 

Description information is taken from http://www.wikipedia.org. 

(Social Networking . . . cont. from page 7) 

http://help.twitter.com/portal
http://twitter.com/BaltimorePolice
http://twitter.com/Boston_Police
http://twitter.com/portsmouthpd
http://www.twitip.com/how-to-set-up-a-twitter-account/
http://www.nixle.com/
http://www.nixle.com/citizen_faqs.html
http://local.nixle.com/city/md/baltimore/
http://local.nixle.com/city/pa/harrisburg/
http://local.nixle.com/city/ky/fort-knox/
http://www.facebook.com/help/new_user_guide.php
http://ro-ro.facebook.com/ChicagoPoliceDepartment
http://sk-sk.facebook.com/pages/Los-Angeles-CA/UCLA-Police-Department/54881942710?ref=mf
http://sk-sk.facebook.com/pages/Los-Angeles-CA/UCLA-Police-Department/54881942710?ref=mf
http://sk-sk.facebook.com/pages/Los-Angeles-CA/UCLA-Police-Department/54881942710?ref=mf
http://www.facebook.com/pages/Duluth-MN/Duluth-Minnesota-Police-Department/93899422988
http://www.facebook.com/pages/Duluth-MN/Duluth-Minnesota-Police-Department/93899422988
http://www.ehow.com/how_2081063_set-up-facebook-account.html
http://www.ehow.com/how_2081063_set-up-facebook-account.html
http://www.ehow.com/how_2081063_set-up-facebook-account.html
http://www.ehow.com/how_4464690_set-up-facebook-profile.html
http://www.ehow.com/how_4464690_set-up-facebook-profile.html
http://www.ehow.com/how_4464690_set-up-facebook-profile.html
http://faq.myspace.com/app/home
http://www.myspace.com/limestonepd
http://www.myspace.com/fayettevillepolice
http://www.myspace.com/fairfieldpolice
http://www.ehow.com/how_5225868_set-up-myspace-step-step.html
http://www.ehow.com/how_5225868_set-up-myspace-step-step.html
http://www.ehow.com/how_5225868_set-up-myspace-step-step.html
http://www.dummies.com/how-to/content/how-to-set-up-your-myspace-profile.html
http://www.dummies.com/how-to/content/how-to-set-up-your-myspace-profile.html
http://www.dummies.com/how-to/content/how-to-set-up-your-myspace-profile.html
http://www.youtube.com/
http://www.flickr.com/about/
http://www.flickr.com/photos/bcorreira/3752736180/
http://www.flickr.com/photos/44683348@N00/
http://friendfeed.com/about/help
http://www.wikipedia.org

